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ABSTRACT

Recently, an intelligent and advanced cyber attack attacks a computer network of a public institution using a file
containing malicious code or leaks information, and the damage is increasing. Even in public institutions with various
information protection systems, known attacks can be detected, but unknown dynamic and encryption attacks can be detected
when existing signature-based or static analysis-based malware and ransomware file detection methods are used. vulnerable to
The detection method proposed in this study extracts the detection result data of the system that can detect malicious code
and ransomware among the information protection systems actually used by public institutions, derives various attributes by
combining them, and uses a machine learning classification algorithm. Results are derived through experiments on how the
derived properties are classified and which properties have a significant effect on the classification result and accuracy
improvement. In the experimental results of this paper, although it is different for each algorithm when a specific attribute is
included or not, the learning with a specific attribute shows an increase in accuracy, and later detects malicious code and
ransomware files and abnormal behavior in the information protection system. It is expected that it can be used for property
selection when creating algorithms.
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Ransomware
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Web Application
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Internet
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Malicious URL filter
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Fig. 1. Network diagram

Table 1. Representative system by section

Area Security system
Firewall, Spam-filter, IPS,
Internet DDoS, WAF(Web Application
area Firewall), Malicious URL filter,
Anti-Virus
Middle Anti-Virus, File-Transfer system,
area Firewall
Internal Anti-Virus, Ransomware
area detection system
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3.2 HIolE Az

AA o kel o ARSAE oW Tielo]
7V FHoksla, A ZI) ot 7(] goldl 4 gl=
A dzElojof abr] wWEel 45 A dlolg] A 2

A} Basieh, 74 wepagel 238 F39
Axsle] 0 etg=e e R 5L FEu

671 Alzn|l ZaeM &
]l F4, A& URLY HrEd sz gale] &
e ”£‘3‘17l% o}~7](ASCID &2kt 34, 7§31
A= BT AHAsk A}—&z} o] 4 A2 A Q1A
BRsE 93 El, E2, E
sl vdglon] £ 9lBq) 7§—°r 7&3 %}# ne
sttt (Table 2)%& AHAlgH Wl4-& e,
A4 (Nomal)®+ v]AAH Abnomal)® &5/
A 2=HlellA]  F7E A (Allow)  duE - 9}
URLeJzba #5d ool e A 44S 3t
A, FAWY F otdeied, "ele], o URL
3174E] 2] 982 (Deny) &AWl daliAd B4
A5 sksdeh.

Table 2. Delete word

Group Delete word

‘(single quote), “(quote),
% (percent), blank,
; (semicolon),
:(colon), = (equal),
I (exclamation mark), {(Less
Than Sign)

ex) ATILA . ZHV)4z2AM

ASCII

Abnormal text

€}

h=} =
Fopiie}. olF Sla HaAQ) ¥F Y0 EL Ea
HeAsdlelA P e 0 el S YR A}
& Qs wAAk 24 B BAsle] etdshl g
HHES AR 5 G ke Ak

4 =72+ New Zealand Waikato
UniversityellA 7§esk WEKA 3.9.6 w{AS A}
L3t mAle Yy S A, A8 WEKA
Halgy daEEe Anss F BF daeEs

AHglen & 57H4 G EE AR,
A WA Er] EF7](Tree classifier)= 4AA
g g5HS /‘P‘lﬁ}‘ﬂ oful gt Fholl et F&3ht
Ee AT S5 2dE AHEE AMS
o}, dlEHel dwe]Ee D3, C5.0, CART,
CHAID, MARS %°] 3l WEKA®IA+= J48 <&
&S A
7 A, T 7 2

E57](Rule-based classifier)
= ZAA4E=2](Decision Tree) #WHelA fehdt &
TE]&e] Ripper ¥x]E AAE 9} FAR
TS A dxE|Eeltt. JRipE WEKA-®]
Al Rippers 783 Aoz 7 #3ke] o3zt
9] 7149 #e|~"(Heuristic)S Z33F A 3
A5} ke Fo|h(12](13)].

Al WA Helx] #571(Lazy classifier) £

H FEEE ARt AAA ] 2l BF 2k
A7A] 814 e daE|Felrh IBke k-NN(
k-Nearest Neighbor)® &4 017\—& 7}}7] 9
& o 7HA] AR oE AN daeEs olf
adwelZFo|rh(14,15). Ae &4 dx
A#(Manhattan Distance), FZF#=(Eucli-
dean Distance), 3% 7431(Hamm1ng Distance)
% A9 FagFel slet16](
vl WA, J‘F 771 Functional classifier)
.\;L_ﬁ_ ol—y o]]/q s]—/J_i 26':]75]— 2= ol‘—
dare] ot} SMO-: 7FA1E A (Gaussian
Kernel)olvb thahala 2k A P45 &85
TS 9% #2344 #4348 duess 7 A
22 SVME &43la 9lrh(18).

oAl WA wo]= A (Bayes theorem)E A
48 FE RV dFd welxl i
(Bayesian classifier)e|vt(19). #Hlo]= A2+

rr
o
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rlr

Data | Data
Extraction precleaning

Training Classfication
Data Model Training

Malicious {

URL filter 8
TestData | | c;:izl'tesd
Ransom e Generation

!!aﬁ

ware

Weight
calculation

l

Decision-
making

Fig. 3. Machine learning produces
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T FE Wl AAAS FE Abele BAE e
glo]n], tjo]H wWo]=(Naive Bayes)t H|
A S o83 FEH miled duEFoes

Attribute Evaluator= ReliefAttributeEval
olw, &A°] AWAE HrIslr] Hsl Adx=' 7k
48 ol83he Reliefs ol4s) 44 Ald

el
Holch, &2 AZk(time), 54 1P, =3 1P, A

o

hul
P oly o

ZH(receive, send), type, ¥4 Filter 9,
e, 34 3 AR AR, dRgd, S5
=

2 ofy
o

Foixl HZ dlole| Aol (Table 3)¥} 2] 4
WA At vgren dumrl 52 4 TR
917F AR 8709 Sde] A e,

Table 3. Feature Extraction

Ranked Attribute
0.5846 Destination ip
0.5679 Related system
0.5370 Source ip
0.3102 Employee name
0.2582 Detection time
0.1323 Department
0.0453 Employee number
0.0373 Position

2 mrolA HAAEs wA st A5 s

3157] 919 3ol A dlole] % el
A& FEaAsc ol1F Asd ) 2ok g
o] wF vhEw A4Sk Fert hes] el 7

A Feow x3E dHolHE HALE Ao,
(Table 4]} zro] £Ao] ERFE et 2 AJ~H
2o BEOR F|Eshw gl g U, 2

Table 4. Detailed properties

Group Content

Dectection time

time ex) 22-12-30 21:12
sip Source ip(i.e., sender ip)
dip Destination IP(i.e., employee’s ip)
Department
dep ex) Directly operated, Gueonggi,
Incheon, Tongyeong, etc.
Position
po ex) Staff, Team Leader, etc.
id Employee’s identification number
PC user name
name

ex) A012454, A011152, etc.
Security system

system ex) Malicious-site, Spam-filter,

ransomware, Anti-Virus

nomal, spam-mail, virus,

file_type .
ransomware, deny-site

IP(£414), HAAPEIPC), +4, A9, A2
o]

AR AN olF, 'A @

dle|el g 2t 5 daE|Eel dis)
10-Z= w2743 (10-fold cross validation) o=
s Hre FaEsITh vl 48 SR daelE
< WEKA] &a1# J48, JRip, IBk, LibSMV,
NavieBayes 57 9z2|&s Ab&dc}h =3t
Malicious-site filterd 7% A W=7} 4vF-
o} 5« URLe] =2 24 714 A5ty A4
o] &8 A iR o4 2 Ad HErh g2
9S8 delele k& A}t (Table 5=
% Ag o AH8-g Dataset o]t}

N

Table 5. Dataset

Type Normal Abnormal Total
Spam-filter 3,000 1,500 4,500
Anti-Virus | 1,000 3,000
(ex,mid,in)

Malicious

URL filter 3.000 1.500 4,500

ransomware 2,000 1,000 3,000
Total 15,000
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4.3 M5 D7} gy 2 &Y AES vlEeR AA dv] AEsHA e

3 9] H]E AccuracyE & & 9o, b

e BIE S8 14 52 EFolA 7 2 % HF(Weighted Average)S 7Wdx]o| 7zt

A AR af $A49 sip, dipE AP 9 Zo% QL HlE S ne} EA S Fke]

At shgA7)aL, 23k 454 sip, dip, 1dE F
71l SFAIA vlaL Hlehe

5 2 A%, daEse 2d BRe AHIEE

S8l A& = (Accuracy), TP
Rate(True Positive Rate), FP Rate (False
Positive Rate), AW (Precision), Md&
(Recall), F-measure(Fl-score) A%E 43}
of dErygl Aed 34 sk, 45 fFade
TP Rate, FP Rate, Accuracy, Recall,
Precision, F-measure, ROC(Receiver
Operating Characteristic) Area® H7[IX %=z
g},

27 g 7R ZE (Table 6)3 7o) Adwdd
T gled Ad Eﬂﬂ delel s &3 ¥H
(Confusion matrix) & 53tz == AAZS
Sulz7 o=3 TP(True Positive), &3 Ak
< 2ul2A &% TN(True Negative), £%
dAZS  wUrtw AR 93 FP(False

Positive), T+ AAZE Eslvly &% o338
FN(False Negative) 22 AA| 2pdz} o35 =hd
9 dx] 45 Matrix@ Eagko}

Table 6. Classification evaluation metrics

Predicted Class
Positive Negative
p False
0 . .
Al g True Negative Sensitivity
c|I . (FN)
Positive
ElEl O ap w
u {I Type2 (7P + EN)
i‘l e Error
c N False
1 g Positive True Specificity
ala (FP) .
Negative
ik (TN) S —
s | D1 Typel (IN+ 7P)
e Error
.. Negative
Firztienon Predictive Accuracy
Val
| W | ey
(7P+ FP) vt V) (TP+ TN+ FP+FN)

Agon Aue] W 1 gl eht
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=
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A
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o
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o
32
s

Eai'l’t
W= s, + +a’nmn,: i=1 1)
a+-+a n

iy,
by
o
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=
=
=
>

(Table 7)3 (Table 8) dHlo|ei¥ AT A%
Ansta glek. 2709 wwAge] 35 i‘”“l
B0 af FAew AAI sip, dip, id
9L At dlofelel gt ERF7|9} TS
g A% (Performance)& Awsla gl}.
. TP Ratex= #°l 45 2

o,
o o & n |

Foﬁi

o,

i B oox & 1B o
O

ek
ﬁo{_l‘
so fIF
o ®
o,
}.
o)
|
=]
&
)
¢
1—0
ot
o
ol
oL
M
He oo

S A A oR g 39 AJREE Hof
FaLglen o= & ARe EFE o AHgshe
5 FEs oA Selve] AHe] glx, wAF
WS Bfehed we g7 e AadA
Jors AgErt gk As Heer

(Table 8] ¥4#k] 1P, A8l PC IP, Apd

welFa oleh ol - &4E Al o}
27 A A3 welFT gl o]k FobE &
Aol Thke PANAeIY FAAE 2Rk, A
A a7 B 2 e
ol edgol 2 2ga Aoz BerE
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Table 7. Performance comparison of machine learning algorithms(NOT Included sip, dip, id)
Algorithm J48 JRip [Bk SMO Naive Bayes
Accuracy (%) 84.3733 78.32 78.3267 66.6667 90.22
) Performance (%)
Algori Type ~ ROC
thm TP Rate | FP Rate | Precision Recall Fl-score MCC Area
nomal 0.993 0.449 0.816 0.993 0.896 0.657 0.974
spam-mail 0.554 0.006 0.909 0.554 0.689 0.689 0.914
148 virus 0.418 0.000 0.998 0.418 0.590 0.631 0.960
ransomware 0.000 0.000 - 0.000 - - 0.948
deny-site 0.994 0.002 0.984 0.994 0.989 0.988 0.998
Weighted Avg. 0.844 0.300 - 0.844 - - 0.968
nomal 0.985 0.619 0.761 0.985 0.858 0.501 0.688
spam-mail 0.295 0.008 0.789 0.295 0.429 0.455 0.693
TRip virus 0.196 0.002 0.892 0.196 0.321 0.401 0.645
ransomware 0.061 0.001 0.847 0.061 0.114 0.217 0.600
deny-site 0.809 0.001 0.992 0.809 0.891 0.886 0914
Weighted Avg. 0.783 0.414 0.802 0.783 0.732 0.509 0.702
nomal 0.861 0.361 0.827 0.861 0843 0.511 0.829
spam-mail 0.564 0.030 0.650 0.564 0.604 0.569 0.926
Bk virus 0.500 0.037 0.527 0.500 0.513 0.474 0.892
ransomware 0.387 0.036 0.436 0.387 0.410 0.371 0.893
deny-site 0.943 0.002 0.985 0.943 0.964 0.960 0.997
Weighted Avg. 0.783 0.249 0.778 0.783 0.780 0.549 0.863
nomal 1.000 1.000 0.667 1.000 0.800 - 0.500
spam 0.000 0.000 - 0.000 - - 0.500
SMO virus 0.000 0.000 - 0.000 - - 0.500
ransomware 0.000 0.000 - 0.000 - - 0.500
deny-site 0.000 0.000 - 0.000 - - 0.500
Weighted Avg. 0.667 0.667 - 0.667 - - 0.500
nomal 0.918 0.114 0.941 0.918 0.930 0.794 0.966
spam-mail 0.873 0.054 0.617 0.873 0.723 0.703 0.979
Naive virus 0.751 0.004 0.933 0.751 0.832 0.826 0.979
Bayes ransomware 0.822 0.007 0.899 0.822 0.859 0.850 0.994
deny-site 0.991 0.000 1.000 0.991 0.996 0.995 1.000
Weighted Avg. 0.902 0.082 0.914 0.902 0.905 0.812 0.973
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Table 8. Performance comparison of machine learning algorithms(included sip, dip, id)
Algorithm J48 JRip IBk SMO Naive Bayes
Accuracy (%) 91.56 92.7333 86.06 98.4067 94.2533
) performance (%)
Algor] Type ) ROC
thm TP Rate | FP Rate | Precision Recall Fl-score MCC Area
nomal 0.245 0.891 0.891 0.997 0.941 0.815 0.945
spam-mail 0.002 0.979 0.979 0.844 0.907 0.901 0.991
148 virus 0.001 0.988 0.988 0.997 0.993 0.992 1.000
ransomware 0.000 - - 0.000 - - 0.854
deny-site 0.000 0.999 0.999 0.985 0.992 0.991 0.999
Weighted Avg. 0.164 - - 0.916 - - 0.953
nomal 0.990 0.193 0.911 0.990 0.949 0.841 0.903
spam-mail 0.989 0.001 0.990 0.989 0.990 0.989 0.999
IRip virus 0.989 0.001 0.987 0.989 0.988 0.987 0.999
ransomware 0.073 0.006 0.453 0.073 0.126 0.161 0.668
deny-site 0.974 0.001 0.995 0.974 0.984 0.982 0.992
Weighted Avg. 0.927 0.129 0.902 0.927 0.904 0.835 0.912
nomal 0.905 0.211 0.896 0.905 0.900 0.698 0.907
spam-mail 0.935 0.006 0.942 0.935 0.939 0.933 0.967
Bk virus 0.657 0.016 0.767 0.657 0.708 0.688 0.889
ransomware 0.389 0.051 0.355 0.389 0.371 0.324 0.856
deny-site 0.965 0.002 0.984 0.965 0.975 0.972 0.985
Weighted Avg. 0.861 0.146 0.863 0.861 0.861 0.721 0.915
nomal 0.991 0.024 0.988 0.991 0.968 0.985 0.986
spam-mail 0.991 0.001 0.991 0.991 0.990 0.999 0.985
SMO virus 0.989 0.001 0.989 0.989 0.989 0.999 0.982
ransomware 0.880 0.007 0.903 0.880 0.884 0.985 0.826
deny-site 1.000 0.000 1.000 1.000 1.000 1.000 1.000
Weighted Avg. 0.984 0.017 0.984 0.984 0.969 0.989 0.976
nomal 0.936 0.021 0.989 0.936 0.962 0.894 0.995
spam-mail 1.000 0.009 0.921 1.000 0.959 0.956 1.000
Naive virus 0.898 0.000 1.000 0.898 0.947 0.944 1.000
Bayes ransomware 0.898 0.046 0.583 0.898 0.707 0.701 0.982
deny-site 0.999 0.000 0.999 0.999 0.999 0.999 1.000
Weighted Avg. 0.943 0.018 0.958 0.943 0.947 0.901 0.995
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